SLI Compliance

The table below prescribes the criteria utilized in review of the
Dominion DS 5.5B voting system. This review is designed to ascertain
whether any component was connected to the internet during the
timeframe of July 6th 2020 through November 20th 2020.

Networking Review Criteria

Microsoft-Windows-NlaSvc%40perational.evix

Microsoft-Windows-SENSE%4O0perational.evtx

Microsoft-Windows-SmbClient%4Connectivity.evtx

Microsoft-Windows-Windows Defender%40Operational.evtx

Microsoft-Windows-WindowsUpdateClient%4O0perational.evtx

Microsoft-Windows-WLAN-AutoConfig%4.evtx

Microsoft-Windows-Dhcp-Client%4Admin.evtx

Microsoft-Windows-Dhcpv6%4Admin.evtx

Microsoft-Windows-Host-Network-Service-Admin.evtx

Microsoft-Windows-Host-Network-Service-Operational.evtx

Microsoft-Windows-NetworkProfile%40perational.evtx

Examine in OSForensics:

System Passwords: this will include indication of potential
unauthorized connections.

SRUM: System Resource Usage Monitor: if there is any activity here
this may detail unusual network connectivity or usage

Downloads: this will include indication of potential unauthorized
connection of systems to the internet.

Browser history: this will include indication of potential unauthorized
connection of systems to the internet.

Search terms: this will include indication of potential unauthorized
connection of systems to the internet.

Website logins: this will include indication of potential unauthorized
connection of systems to the internet.

Form History: this will include indication of potential unauthorized
connection of systems to the internet.

Bookmarks: this will include indication of potential unauthorized
connection of systems to the internet.

Chat Logs: this will include indication of potential unauthorized
connection of systems to the internet.

Peer to Peer: this will include indication of potential unauthorized
connection of systems to the internet

WLAN: this will include indication of potential unauthorized
connection of systems to the internet.

DVS DS 5.5B Forensic Audit

Attachment C - Networking Review Criteria
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